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ABSTRACT 

 Security in wireless systems is a great challenging task nowadays as the intruders are increasing. Since all 

the information is made wireless in today’s world sending the information with security aspects becomes more 

complex. One of the popular methods of encrypting the data over a channel is of bio-cryptographic technique.  This 

paper focuses mainly on ear & face biometric encryption to send the information more securely over a channel. 

The uniqueness of this paper is that the antitragi’s and concha of the ear is alone taken for key generation and 

multimodal face recognition is made to generate another key, then both the keys are combined and used for 

encrypting the data. This key would be more secure for sending the information over a channel. 
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1. INTRODUCTION  

Communication plays a vital role in present age, as the technology rises to peak wired communication is 

degraded. Now-a-days wireless communication becomes inseparable medium in human life. Mobiles, Peripheral 

devices, Components, data transmission, etc. is more fashionable and easy with wireless communication. As 

technology grows there are many development made towards wireless technology to improve its speed, bandwidth, 

transmission channel, integrity, confidentiality, Authenticity etc. All wireless nodes are connected to form a 

network, it easy to share the information from one node to another in a very much less time, but the criteria where 

the network systems fails is in security, transmitted information in channel always have a question “Is the shared 

information secure?” answer to this question leads to the development of many encryption and decryption 

techniques with specific algorithms.  

Cryptographic Technique: Encrypting the information before sending to the receiver and decrypting the 

information in the receiver side to get the information, by doing so the information is more secured and it is 

protected from any intruder from accessing it. This technique is called cryptography. In other words, cryptography 

enables the user to transmit confidential message over any insecure network so that it cannot be used by any 

intruder. In cryptography, encryption and decryption is process by using various mechanisms. 

Symmetric-key cryptography: It is a type of encryption method where the sender and receiver share the same 

key, (i.e) the key is same for both the parties. 

Asymmetric-key cryptography: It has two different keys (public key and private key) used for encryption and 

decryption of information. 

Key generation: The main task is to find a perfect key for encryption; this key should possess more authenticity, 

confidentially, less in size, more secured. In this paper we will consider ear and face as the source of biometric 

identity 

Biometrics: The term biometrics derived from Greek word which means bios, meaning life and metrics, meaning 

measure. Biometrics is called as all the human physiological or behavioral characteristics can be measured and that 

can be used to identify a person.  

In this paper, a key generation method is proposed through human ear and face. The key generated by the 

above two method is said to be highly secret in nature and un predictable by intruder because it is the key by the 

sender physiological features. Human ear is considered to have lot of advantages which does not change due to 

expression and also found unaffected due to aging. It has uniform color and background is also predictable. Size of 

the ear is large when compared to iris, finger print, retina face etc. Ear image is not disturbed by glasses, beard or 

make-up. 

Biometric Advantages: No more forgotten or stolen passwords; Positive and accurate Identification; Highest level 

of security. 

Table.1. Various biometric features and its performances 

Biometric  Universality Uniqueess  Permanence  Collectability  Performance  Acceptability  

Face   H L M H L H 

Fingerprint  M H H M H M 

Hand 

Geometry  

M M M H M M 

Iris  H H H M H L 

Retina  H H M L H L 

Dna  H H H L H L 

Ear  H H M M M H 
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Figure.1. Anatomy of human ear 

 

 
Figure.2. Flow Chart for Key Generation by Ear: 

 

 
Figure.3. Ear measurement using tragus, anti-tragus and concha 

Steps for generating a 16 bit key using EAR as Biometry: 

 First the image is collected as raw data called as image acquisition by a digital camera. This image is 

preprocessed to remove  

 Noise level and adjust the histogram level and make ready for feature extraction. In this paper, anti-tragus 

and concha is selected as a region of interest (ROI). 

 ROI is divided into quadrants with specific angles, and then the outer edge is detected with a grey scale 

image, with that grey scale specific values are obtained. 

 The values are converted into 16 bit codes which are used as a key for encryption. 

Face Biometrics: One of the most popular biometric modalities, facial recognition has a very wide range of 

applications. Leveraging a smart phone, tablet or computer’s built-in camera facial recognition software can be 

used to replace the password on a user’s account and it can be used by retailers and marketers to gather crucial 

demographic data. In law enforcement the technology can aid in the identification of wanted persons and in border 

control deployments it can streamline security operations. 

 
Figure.4. Flow Chart of key generation from Face 
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Figure.5. Generally extracted facial features Figure.6. Geometrical features 

Steps for generating a 16 bit key using FACE as Biometry: 

 The image is collected as raw data called as image acquisition by a digital camera. 

 This image is preprocessed to remove Noise level and adjust the histogram level and make ready for 

feature extraction.  

 Image transform function is applied, and then the creation of Eigen values, analysis of covariance matrix is 

extracted.  

 With that matrix a sub matrix of ortho normal basis vectors is also created for its specific face points.  

 Finally the entire matrix is correlated to generate 16 bits. 

Supercilious key: The16 bits from ear and 16 bits from face detection are generated and they are simulated to 

form a new separate 32 bit private key, using some special algorithm that converts two 16-bit keys to 32 bit keys 

which provides an effective tool for further encryption technique.  

Proposed algorithm: This section covers the details of proposed algorithm used to generate two factor biometric 

key of 32-bits. In this algorithm, operations like Ex-ORing, ANDing, left & right shifting, splitting and shuffling 

can be used. 

With the proposed algorithm for the generation two factor biometric key, a 32-bits key will be generated.  

For example: The two different 16-bits biometric keys, 1 0 0 1 1 1 0 1 0 0 1 0 1 0 0 1 & 1 1 1 0 1 1 1 0 1 0 1 0 0 1 

0 0, from EAR and FACE respectively are converted into 32-bits biometric key which can be as follows: K= 0111 

1111 1011 1111 1101 1111 1110 1111, which can be used as a private key during encryption process. 

2. CONCLUSION 

In this paper a brief method of generating a private key using ear and face as biometric features were 

discussed. We have separately discussed 16 bit key generation using ear and face. This proposed system is more 

effective for security in cryptographic technique. The key generated will have the combination of ear and face 

which has highest authentication factor. The code mixing of ear and face leads to a supercilious key which is more 

secure and effective key for any encryption technique rather than remembering a long password for encryption. 
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